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Topics
● Ping
● Traceroute (Tracert)
● Wireshark
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Internet: A global network
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Ping

https://youtu.be/IIicPE38O-s?si=yQLviipmIXEqaFVt
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Ping
● A tool for troubleshooting network issues, such as:

○ Test network connectivity (local network, Internet)
○ Test network Interface card

● Available in Windows, Linux, MacOS
● The sender sends 4 packets to the destination and waits for reply
● RTT(Round-Trip-Time): the time between the transmission of a packet 

from the transmitter until the reply from the receiver returns
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Ping
● There is connectivity 

between two hosts, 
without packet losses

● 4 packets were sent, 
4 replies were 
received

● You can ping an IP 
address or a server 
name
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Ping
● No reply
● There isn’t 

connectivity 
between two hosts

● 4 packets were sent, 
0 packets were 
received

● Possible reasons:
○ The receiver is power 

down
○ Firewall
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Ping
● Not all the data packets 

reply back to the sender
● Packet loss
● Possible reasons:

○ Network congestion
○ Faulty hardware (cables, 

wiring, network card, 
modem)
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Ping
● The route to the 

destination cannot be 
found

● A router doesn’t have 
any information on how 
to route data to the 
destination

● The destination is 
disconnecting from the 
Internet
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Ping Host’s IP
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Traceroute (tracert)

https://youtu.be/up3bcBLZS74?si=3zoCpaYqv6qA1A
Lu
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Traceroute
● Used to show the route that the data packets take
● A tool that is used to find the exact path a data packet is taken from the 

sender to the receiver
● Available in Windows (tracert), UNIX and MacOS
● Pings every router in the path
● Sends three packets and measures the RTTs that the data packet took 

from each router and the destination
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Traceroute
● TTL(Time-to-Live): how long the packet can live before it discarded, the 

maximum number of hops that packet can cross until it returns
● Every time a packet passes through a router, the router decreases the TTL 

by 1
● If TTL=0, the router drops the packet and a reply is transmitted to the 

sender that identifies the router

13



Traceroute
● The RTT of each of three 

packets from the sender to 
each router and the 
destination 

Number of hops 1st packet times

2nd packet times 

3rd packet times 14



Traceroute
● possible reasons:

○ problem with the specific 
router

○ not configured to return 
traceroute replies 

● The packets passed to 
the next router
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Traceroute
● Sets the TTL=4
● When the packet 

traverses 4 hops,it 
is dropped 
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Wireshark
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Wireshark
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● Packet sniffer: tool used for capturing network packets
● Download:

○ Windows and Macos:
■ https://www.wireshark.org/download.html
■ In windows run the Wireshark as administrator

○ Linux:
■ https://linuxhint.com/install_configure_wireshark_ubuntu/

https://www.wireshark.org/download.html


Wireshark: Setup
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● Run the Wireshark 
as administrator

● Select an active 
interface

correct setup

Active interface



Wireshark: Capturing
● Start capturing 

packets
● Stop capturing 
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Wireshark: Export files

● File > Export Packet 
Dissections > AS CSV…
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Wireshark
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●  No.: the serial number of the packet 
● Time: the time of the 

transmission/receiving of the packet 
(starts from 0, the moment that the 
capturing started) in seconds 

● Source: the source IP address 
● Destination: the destination IP 

address 
● Protocol: the protocol used 
● Length: the length of the packets in 

bytes 
● Info: extra information about the 

packet (header fields, flags etc)



Wireshark: Filtering 
● You can filter with:

○ Transfer protocol name (tcp,udp etc) 
○ Source IP, destination IP 

(ip.src==192.168.0.0, 
ip.dst==192.168.0.0)

● You can use logical operators:
○ and,or
○ && ,||,!

● Examples:
○ ip.src != 10.43.54.65 or ip.dst != 

10.43.54.65
○ tcp
○ udp

https://wiki.wireshark.org/DisplayFilters
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Wireshark: Encapsulation
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Wireshark: Encapsulation
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Expand header

● Five headers (Physical layer, 
Link layer, Network layer, 
Transport layer, App layer)



Wireshark: Packet details
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Wireshark: Packet details
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